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Overview 
A. Objectives 
This paper has three primary objectives.  The first objective is to identify and evaluate the         
implications of privacy research and to outline the decisions that will be based on these 
findings.  The second objective is to demonstrate the need for additional privacy research by 
critically analyzing the existing research and research methodology.  This analysis will reveal 
that the existing privacy data is systematically biased and largely invalid due to flaws 
inherent in survey research methodology; flaws which are exacerbated when applied to the 
issue of privacy concerns.  Finally, the third primary objective of the paper is to propose how 
objective research methodologies can be applied to privacy research to greatly increase our 
understanding of the topic. 
B. Structure 
The body of this paper is organized into six sections: 
I. Introduction to Privacy Concerns 
II. Review and Analysis of Privacy Literature 
III. Subjective Methodologies: Analysis of Survey Research 
IV. Objective Methodologies: Analysis of Unobtrusive Research 
V. Proposal for Objective Privacy Research  
VI. Conclusion 
 
The Introduction provides an overview of privacy concerns and of the arguments 
made in the paper.  Following, there is a brief outline of the importance of privacy 
research and the institutions affected by current privacy concerns.  The Review and 
Analysis of Existing Privacy Literature section summarizes and reviews selected privacy 
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research.  The analysis of privacy literature is followed by two sections of analysis on 
subjective and objective research methodologies.  Within the Subjective Methodologies 
section, several weaknesses of survey methodology are identified, with an emphasis on 
their relation to the study of privacy concerns.  The Objective Methodologies section 
develops the strengths of unobtrusive research, and its application to privacy research.  
The paper concludes with a research proposal that suggests alternative directions for 
more valid and comprehensive privacy research. 
C. Literature and Concepts 
There are three online archives of existing privacy research.  Privacy scholar Roger 
Clarke maintains a Web site devoted to privacy issues that include a bibliography of 
international privacy studies and surveys.1  The Electronic Privacy Information Center also 
maintains a collection of recent privacy surveys.2  The third archive is located at 
Privacyexchange.com, a Web site about privacy issues affecting American businesses.  It 
categorizes studies into two types of research, empirical and survey.3  The empirical studies 
include reviews of privacy policies and information practices on the Web.   
Survey research data comprises majority of empirical privacy studies.  There also have 
been several observational studies of the adoption and adequacy of online privacy policies.  
In the past three years, The Federal Trade Commission,4 the Electronic Privacy Information 
Center (EPIC)5, and the Technology Center at the McDonough School of Business at 
Georgetown University6 have each conducted a survey of privacy and information practices 
on the Web.  The high levels of privacy concerns revealed by previous survey research 
prompted many of these studies.   The literature selected for review pertains to privacy 
research in particular to the current practice of research methodologies in general.  Eight 
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existing privacy studies are reviewed to provide an overview of the field of privacy research.  
The studies include: 
1. The Panoptic Sort: A Political Economy of Personal Information 
2. The Polls -- A Report Public Opinion Trends: Privacy and Information 
Technology 
3. E-Commerce & Privacy: What Net Users Want 
4. Equifax-Harris Consumer Privacy Surveys 
5. Beyond Concern: Understanding Net Users' Attitudes About Online 
Privacy 
6. Business Week/Harris Poll: A Growing Threat 
7. The Internet Life Report, Trust and Privacy Online: Why Americans Want 
to Rewrite the Rules 
8. GVU WWW User Studies 
 
These studies chosen represent:  a.)  the current body of knowledge that exists on privacy 
research, and b.)  samples of the survey research methodologies that have been used to 
collect privacy data.  Since the vast majority of existing research has been done through 
surveys, it is reviewed in order of the strength of survey methodology for understanding 
privacy:  focus groups, telephone surveys, Web-based surveys.  The Odum Institute's Public 
Opinion Poll Question Database and the Louis Harris Data Center also provided valuable 
archives of public opinion questions and responses about privacy concerns.7 
There are two purposes for reviewing social science research methodologies in this paper.  
The first goal is to provide evidence for the weaknesses in using survey research to study the 
ambiguous and complex concept of privacy.  The second goal is to examine other disciplines 
for more appropriate research methodologies for understanding privacy concerns.  
This paper is built upon on the works of several authors and the concepts from several 
social science disciplines.  Criticisms from Gandy and Regan provide strong evidence for the 
need of a critical analysis of survey approaches to privacy.  Agenda setting theories from 
communications studies are included to reveal the influence of mass media in stimulating 
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privacy concerns.  Finally, arguments and principles from the fields of economics and 
behavioral finance provide insight into the limitations of survey approaches and to suggest 
more accurate methods of determining preference. 
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I. Introduction  
A. Overview of Privacy Concerns 
The exponential growth of the Internet has brought with it a great concern for personal 
privacy.  Although privacy concerns now top the public agenda, privacy is a new field of 
social science research.  Conclusions drawn from this research will have far-reaching 
consequences.  The central role that privacy concerns have in the debates over the growth of 
electronic commerce and the regulation of the Internet requires that the issue thoroughly be 
explored.  
Privacy research has heavily relied on the collection and analysis of survey data.  This 
singular methodology for studying privacy concerns has resulted in a narrow and distorted 
understanding of the issue.  A selective approach to understanding any issue is problematic.  
Moreover, a survey approach to studying an ambiguous and complex issue such as privacy 
results in an incomplete and often flawed understanding of the topic.   
Survey samples of privacy research are nonrandom and systematically biased.  The 
samples are nonrandom because individuals who, for privacy reasons, do not respond to 
surveys are not represented.  This biases the results toward understating privacy concerns.  A 
second source of bias in privacy survey research, which overestimates concerns, is the 
inherent complications in surveying sensitive issues.  For many topics, the mere act of 
studying it influences the outcomes.  Surveys are subjective and therefore are prone to 
researcher and questionnaire bias.  The construction of questionnaires, question context, and 
term ambiguity can influence responses and invalidate the data.  Media coverage also 
influences privacy survey findings.  Through agenda setting, the mass media has a 
tremendous influence in shaping public opinion and survey response.  A review of media 
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coverage of Internet privacy issues, and the frequency with which the topic is covered reveals 
systematically biased coverage that inflates public concerns. 
Attitudes toward ambiguous concepts like privacy are difficult to measure.  Privacy has 
no universal definition; privacy has different meanings for different people in different 
contexts.  The standardized questionnaires used in privacy research have limited usefulness 
for accurately measuring concerns and the value individuals place on privacy because it is 
possible for each respondent to interpret and respond to a different meaning of the term.  
When subjective data collection methods are combined with subjective data regarding 
ambiguous concepts, the potential for error and flawed findings is enormous.  These 
weaknesses limit the usefulness of a survey approach to understanding privacy concerns. 
Because the primary methodology for studying privacy has substantial shortcomings, 
data and analysis from other research methodologies are needed.  Supporting this argument 
for alternative approaches is evidence that the survey data is faulty and misleading.  The 
anecdotal evidence suggests that a large variation would exist between the results of different 
methodologies.  Surveys consistently find high levels of privacy concern.  Actual behaviors, 
however, belie those concerns. 
There are two implications of using a survey research approach to privacy issues..  First, 
less is known about privacy concerns than previously thought.  Second, and most 
problematic, is that what is known about privacy is inaccurate. 
 Alternative research approaches to privacy are needed.  An objective study of privacy-
protecting behaviors would provide useful information about the measurable value 
individuals place on privacy.  The current research provides only a distorted, descriptive 
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analysis of privacy concerns.  An analytical and predictive framework, based on unobtrusive 
research of revealed preference behavior, is required to fully understand the issue.   
Government and private industry leaders currently make decisions based on inaccurate 
survey data and faulty findings.  The commercialization of the Internet and the corollary 
concerns about information privacy in the Internet-age provide substantial need and 
opportunities for research into complex privacy issues.  Through objective methodological 
approaches, we can gain better information on which to base business and policy decisions. 
B.  Implications of Privacy Concerns  
The detection, measurement, and analysis of public concerns over privacy are important 
to social scientists and industry leaders alike.  Social scientists need to understand the factors 
and effects of widespread social phenomena.  Decision makers must first understand the 
nature and consequences of privacy concerns before they can reasonably predict the effects 
and make appropriate decisions. 
Since the 1960s, privacy concerns have had profound effects on American institutions.  
Most affected have been governments and business.  Congress and the President have passed 
legislation and signed into law measures largely aimed at assuaging privacy concerns.8  The 
Federal Trade Commission has closely monitored and sought to address public fears over 
privacy.9  A cottage industry of special interest and lobbying groups has also formed to 
address privacy concerns.10   
 In the private sector, and in particular in the online industry, the effects of privacy 
concerns are extensive.  A business’s information practices and privacy policies are now 
crucial to its success.  Recent concerns over privacy resulted in near financial ruin for a 
leader in the online advertising industry.11  Privacy concerns, however, have not been entirely 
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detrimental to online businesses.  Indeed, market opportunities have arisen from these 
concerns and several new business models are being built around this fear.12  The concerns 
over privacy are affecting the media and polling organizations that provide extensive 
coverage of privacy concerns.  The attention-grabbing headlines keep privacy issues salient 
and at the forefront of public debate.13   
The legal profession also has addressed privacy concerns.  Many class-action lawsuits 
have been threatened and filed in response to concerns over online privacy practices.14  
Academia, too, has been influenced and has responded with numerous conferences seeking 
insights into contemporary privacy issues.15  
Privacy concerns have already had significant effects on both the public and private 
sectors, and that significance is increasing.  Given its central role in the debate over 
regulating business practices on the Internet, a thorough understanding of privacy concerns is 
critical for regulators and business executives.  Further, since privacy is ranked as the issue 
that most concerns Americans,16 social scientists also need to better understand how privacy 
concerns are measured and what effects they have on an information-based society.  
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II. Review and Analysis of Survey Literature 
A. Review of Research Methodologies 
This section discusses and examines the existing privacy research.  Outlined below are 
the three primary methods of data collection that have been used to study privacy concerns: 
focus groups, telephone surveys, and Web-based surveys.  This section concludes with 
descriptions and analyses of eight privacy surveys.  
Survey research is the most practiced method of social science research.  In survey 
research, individual people are the units of analysis and questionnaires are used to gather 
data.17   The data is often subjective, relating to a respondent’s attitudes, opinions, and 
preferences.  It may be gathered through self-administered questionnaires  (such as mail-
based and Web-based questionnaires and email, focus groups, and interviews--both face-to-
face and over the telephone). 
Survey research has several advantages over other social science research methodologies.  
First, it is useful for describing the characteristics of large populations.18  Survey research is 
flexible, allowing it to accommodate large population samples.  Standardized questionnaires 
also make survey data easily measurable, an advantage when analyzing large data sets. 
Survey weaknesses include limits on the types of data it may accurately gather.  Many 
topics of study are highly sensitive and may be inappropriate for survey research.19  For 
instance, the act of studying a topic, such as attitudes toward questionnaires, may affect it and 
bias responses.20  The ambiguity of many concepts further limits the usefulness of 
questionnaire responses.  Additional weaknesses are that with some forms of survey, there is 
no opportunity for the respondent to ask for clarification, and for those surveys where there is 
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that opportunity, clarification may present a bias.  Further, responses from the same 
individual may vary depending on the time and circumstances of the survey.  
 The data on privacy concerns has been collected through three survey methods: focus 
group interviews, telephone interviews, and Web-based questionnaires.  Some of the surveys, 
such as the Harris-Westin studies21 and the AT&T Beyond Concern study,22 focus 
specifically on privacy issues.  Other surveys, like GVU’s WWW User Studies23 and the 
UCLA Internet Study24, address contemporary issues and attitudes among Internet users and 
include questions on privacy concerns. 
Below are brief descriptions of three privacy research methodologies. 
1. Focus Groups  
Focus groups are social science and marketing research techniques in which groups of 
participants are interviewed in a social setting to discuss interests, concerns, and preferences 
about a set topic.  The group sessions, which bring together ten to twelve participants, usually 
last a few hours and are run by a moderator who maintains the group's focus.25 
There are many advantages to this research approach.  Those advantages include: 
capturing real-life data in a social environment, flexibility, high validity, and low cost.26  The 
most significant benefit is that the focus group dynamic often brings out aspects regarding 
the topic that may not have been anticipated by the researcher and may not have emerged 
from individual interviews.27  This is particularly beneficial to the topic of privacy where 
most of the data and most of our understanding of the issue are derived from questionnaires.  
The major strengths of focus group research are that it allows flexible and in-depth inquiries 
into subjective phenomena like attitudes and opinions.  This makes it the most appropriate 
survey methodology for understanding ambiguous and complex issues like privacy concerns.   
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Disadvantages of focus group research include: less interviewer control than in individual 
interviews, data are difficult to analyze, moderators need special training, and large 
variations often exist between groups.28 
2. Telephone Interviews 
Telephone survey research is popular because the methods and technology for conducting 
telephone interviews are already in place, the process is not overly time consuming or costly, 
the results easily can be analyzed, and the entire process easily replicated.29  However, as 
evidenced by the growing popularity of call screening devices like answering machines, 
voicemail, and Caller ID30, telephone surveys suffer from a mounting resistance toward 
unsolicited telephone calls.31  This leads to sampling errors and limits the validity of the data.  
Additionally, the standardized questionnaires often used in telephone surveys lack flexibility 
and closed-ended questions often yield inaccurate responses.   
3. Web-based Surveys 
Web-based surveys have become popular methods for collecting data from Web users.  
Participants in Web-based surveys access questionnaires and submit their responses over the 
Internet.  These surveys have significant advantages over traditional survey methods.  For 
instance, Web-based surveys can be distributed, collected, and analyzed with relative ease.  
Perhaps the largest advantage of the surveys is the low cost of administering the survey. 
There are, however, significant methodological weaknesses to this approach.  The 
American Association for Public Opinion Research (AAPOR) has discouraged the use of 
Web-based survey data, warning that the data give a misleading picture of public opinion.32  
This is because not all people have Internet access, the samples are self-selecting, and 
participants are often responding to cash prizes and other incentives.  
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  Participants in Web-based surveys are entirely self-selecting and often differ greatly from 
the larger online population.  Those who respond to online and email surveys exhibit a 
certain literacy and computer competency level that may be higher than the overall 
population, may have more free time to spend participating in surveys, and may be motivated 
by the many cash and prize sweepstakes that are often offered to encourage participation in 
the surveys.  For these reasons, Web-based surveys are the most problematic method of data 
collection for privacy research.  
B. Review of Surveys 
This review of privacy studies will outline the development of the research and analyze 
each approach’s methodology.  Reviews of existing analyses and an overview of the leading 
researchers and organizations are also included.  The review is structured in order of 
methodology strength for understanding privacy concerns – focus group, telephone surveys, 
Web-based questionnaires. 
1. The Panoptic Sort: A Political Economy of Personal Information 
The 1988 study, “Telecommunication and Privacy,” included results from five focus 
group interviews.33  The research was funded by a grant from AT&T through the Center for 
Communication and Information Science and Policy at the University of Pennsylvania and 
was conducted by Oscar Gandy.  The study focused on the public’s understanding of 
consumer profiling and their attitudes toward privacy and the use of personal information.   
Gandy was interested in how much attention the participants had paid to privacy issues 
before being contacted for the project.  Participants were also asked to name an invasion of 
privacy and describe why they thought it was an invasion.  After researchers framed the issue 
of information privacy and discussed the purpose of the study, the participants viewed a five-
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minute video of the transaction-generated information produced by an individual in a typical 
day.  A discussion of the methods in which information can be combined into a personal 
profile and used for marketing purposes followed the video.    
The discussion focused on three key aspects of perspectives toward informational 
privacy: 
· what participants knew about the technologies that were used to gather information to 
create profiles of consumers 
· who they thought was likely to use such techniques and what they saw as the 
boundaries of legitimate use of these techniques or the information that they produced 
· what they thought about the sharing of information produced through these 
surveillance methods34 
 
Several conclusions were drawn from the group discussions.  Participants said that, in 
general, they had not given any thought to privacy.  This finding supports the argument that 
public opinion polls and surveys may create rather than reflect attitudes.  The study also 
found that participants understood privacy in many different contexts and from perspectives 
other than those addressed in the project.  Personal experiences, which differ from individual 
to individual, were largely responsible for each participant’s perspective on privacy.  These 
wide-ranging findings from in-depth interviews illustrate the weaknesses in using 
standardized questionnaires to provide an understanding of privacy concerns. 
2. The Polls -- A Report Public Opinion Trends: Privacy and Information Technology 
In one of the few published studies of existing privacy research, James E. Katz and 
Annette R. Tassone report in Public Opinion Quarterly their trend analysis of privacy 
concerns in public opinion.35  Noting that numerous cross-sectional analyses of public 
opinion had been conducted, but few trend analyses existed, the authors’ purpose was to 
answer the question, Is public concern cover privacy rising?  Using survey data from 
Cambridge Reports, The Gallup Organization, Harris, Maritz Marketing Research, National 
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Opinion Research Center (NORC), and the Roper Center for Public Opinion Analysis, they 
found that self-reports of privacy concerns remained stable throughout the 1970s.  Since 
1980, however, fears of privacy invasion have risen.  The authors cite several reasons for the 
increase.  Advances in computing technology and increased media reports on threats to 
privacy made people more aware of privacy issues.  Another main source of response 
variance, they found, was in questionnaire construction and in the specific language used to 
gauge concerns.  When privacy “is the only issue presented, the percentage of people 
responding that privacy is a concern is greater than when there are many competing issues to 
evaluate along side it.”  The survey responses studied did not use a standardized 
questionnaire so difficulties arose when trying to normalize and analyze the findings. 
Katz and Tassone’s trend analysis of public opinion surveys provide evidence that 
· Privacy, as an abstract concept, is one that most Americans value and judge 
important, although there is only slight evidence that people will sacrifice to protect it 
· There is modest and often conflicting evidence that there has been an upswing in 
privacy concerns in the 1980s 
· Americans believe privacy loss will be a larger problem in the future than it is today  
· The proportion of people who believe they give up their privacy to participate in 
consumer society has grown, as has the proportion who believe they are the subject of 
computer files being put together for purposes unknown to them 
· Although people are increasingly willing to try to get tangible benefits even if it 
requires divulging privacy-sensitive information, a substantial percentage are refusing 
to supply complete information on themselves 
· Public support for major governmental actions to protect privacy have decreased, but 
recently there is a rise in support for some particular laws to protect privacy 
· The way in which an issue is presented consistently influences the response (e.g., 
“concern” vs. “threat” to privacy)  
· Telephone privacy is highly regarded and respondents believe it should be protected 
by due process 
· There is consistency in the strong disapproval of wiretapping, although many people 
increasingly approve of the practice36 
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This analysis identifies conflicting survey results, illustrating the problems inherent in 
survey research.  Their research also provides evidence of the ambiguities and complexities 
of privacy issues. 
3. E-Commerce & Privacy: What Net Users Want 
 
Dr. Alan F. Westin, Professor Emeritus of Public Law and Government at Columbia 
University, has been surveying public privacy concerns since the 1970s.  Throughout his 
career, Dr. Westin has actively studied privacy concerns and the use of computing 
technologies by American businesses.  Much of this research had been directed toward the 
information practices of credit reporting agencies and direct marketing organizations.  In 
1978 he partnered with Louis Harris & Associates and began conducting annual national 
privacy surveys.  The objective of the studies was to survey the attitudes of American 
consumers toward the use of their personal information by American businesses.37  
  All of the surveys and questions along with analyses have been published in Harris-
Westin Survey Reports, which are available for purchase38.  The reports include a database of 
over 1,000 questions on issues of consumer, employee, and citizen privacy; a set of trend 
questions that track two decades of changes and the constants in public attitudes, 
experiences, and policy preferences on privacy matters; and an index that explores the 
underlying sources of public attitudes on privacy matters.39 
In 1998, Westin founded Privacy & American Business, a privacy think tank that tracks 
new business-privacy issues and advocates voluntary, balanced consumer privacy policies 
and practices.40  The organization sponsors privacy surveys, publishes a monthly newsletter, 
and hosts annual conferences to promote the understanding of consumer privacy issues by 
businesses.41 
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In June 1998 at the Department of Commerce Privacy Summit, Dr. Alan Westin released 
the study, E-Commerce & Privacy: What Net Users Want.  The study, sponsored by Privacy 
& American Business and PriceWatershouseCoopers and conducted by Louis Harris and 
Associates and Dr. Alan Westin, was based on telephone interviews of 1,011 American 
adults.   
Dr. Westin heralded the study as “the most detailed survey to date, not only of the 
privacy concerns of Internet users, but also of what concrete steps Net users want business 
websites to take to strengthen Net users’ confidence that the personal information they 
provide will be properly handled.”42 
The survey found that although 80 percent of Net users who made online purchases were 
concerned about their loss of privacy online, less than 10 percent had ever been a victim of 
an online privacy violation.  This finding was consistent with other privacy surveys; there 
exists high levels of privacy fears despite a lack of privacy violations. 
Large majorities of those polled wanted stronger privacy protections on the Net.  
Specifically, respondents wanted privacy policies and explanations of how the personal 
information they supplied would be used.  Calling the findings a “marketing survey for 
American businesses on the Net,” Dr. Westin urged online businesses to adopt the policies 
and practices favored by the majority of Net users in his survey. 
4. Equifax-Harris Consumer Privacy Surveys 
Public attitudes toward privacy are a constant concern of businesses that handle sensitive 
consumer information.  To monitor and measure trends in public opinion, credit-reporting 
agency Equifax has commissioned annual privacy surveys.  First conducted in 1990, the 
objective of the surveys, which are conducted by Louis Harris and Associates, have been to 
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identify consumer attitudes about information privacy issues and learn which new products 
and services may interest their customers.43 
The 1996 Equifax-Harris Consumer Privacy Survey was the seventh annual survey 
sponsored by Equifax and conducted by Louis Harris and Associates.  There were several 
objectives for this study.  First, the study compared the data about privacy protections from 
the previous six surveys.  Second, the study sought to gauge consumer reaction to the use of 
information by businesses and medical professionals to promote better decision-making.  The 
third goal was to survey interest in new online services.  The final objective was to measure 
attitudes toward direct marketing. 
5. Beyond Concern: Understanding Net Users' Attitudes about Online Privacy 
In the fall of 1998, AT&T Labs-Research conducted a survey of online privacy 
concerns.44  Lorrie Faith Cranor of AT&T Labs-Research, Joseph Reagle of the W3 
Consortium at the Massachusetts Institute of Technology, and Mark S. Akerman of the 
University of California, Irvine headed the study.  The findings published in Beyond 
Concern: Understanding Net Users ‘ Attitudes about Online Privacy. 
Noting the numerous surveys that found consistently high levels of privacy concerns, the 
researchers set out to investigate the nature of privacy concerns.  Specifically they wanted to 
“look beyond the fact that people are concerned with privacy and attempt to understand how 
they are concerned.” 
To better understand these privacy concerns, the researchers developed a survey.  
Participants for their survey were selected from the Digital Research, Inc. (DRI) Family 
Panel, a volunteer group of Internet users that evaluates products and responds to surveys for 
FamilyPC magazine.  The majority of the participants signed up for the panel through the 
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FamilyPC Web site.  The remaining one-third is FamilyPC magazine subscribers.  To 
encourage participation in this particular survey the researchers offered a sweepstakes of cash 
and prizes. 
The sample selection presents serious challenges to the validity of the survey’s findings.  
The population sample was not representative or randomly selected.  The sample is not 
statistically representative of United States citizens nor is it statistically representative of 
Internet users.  Survey participants were a self-selecting group who volunteered to participate 
in FamilyPC surveys.  Further, individuals with an interest in FamilyPC magazine or in the 
FamilyPC Web site are likely to be parents or to have an active interest in children and 
computing issues.  This is problematic because these individuals are likely to harbor strong 
Internet privacy fears, particularly as they relate to children.  Encouraging survey 
participation by offering prizes further biases the sample. 
The overall response rate was 35 percent, with 523 responses of 1500 returned.  The 
study, however, reports on only the United States participants so 381 responses were used in 
the analysis.  The researchers defended their sample because it represented heavy Internet 
users who are possibly lead innovators.  As Internet usage increases, they argued, the overall 
attitudes about privacy would move to closely match their sample.  
The questions asked in the survey involved general attitudes about privacy, attitudes 
about current and anticipated online practices, and attitudes toward privacy legislation.  The 
surveys also collected personal information, such as age, gender, race, household income, 
and the number of children living at each household.  
From their responses, participants were divided into three categories.  Privacy 
fundamentalists, those who were described as “extremely concerned about any use of their 
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data and generally unwilling to provide their data to Web sites, even when privacy protection 
measures were in place,” constituted 17 percent of the members.   
The majority of respondents (56 percent) were classified as the pragmatic majority.  This 
group was concerned about privacy, but less so than the fundamentalists.  For example, the 
concerns of the pragmatic majority were often reduced by the presence of privacy policies on 
Web sites.  The final group, which constituted just over a quarter of respondents (27 percent) 
were marginally concerned with privacy.  This group was generally willing to provide data to 
Web sites under almost any condition.  The questionnaire included these demographic 
questions: 
38. What is the highest level of school you have completed or the highest degree you 
have received? 
39. Which of the following income categories best describes your total 1997 household 
income?   
40. How many people live in your household? 
41. How many children between the ages of 8 and 12 live in your household? 
42. Are you of Hispanic origin or descent? 
43. What race do you consider yourself to be? 
44. Are you male or female?   
 
The accuracy and usefulness of the survey’s privacy classifications must be viewed with 
skepticism.  A full two-thirds of privacy fundamentalists, participants who were “extremely 
concerned about any use of their data” and were generally “unwilling to provide their data to 
Web sites,” provided information about their household income.  This anomaly raises 
questions about the validity of the answers supplied and about the methods used for 
classifying respondents.  The privacy fundamentalists may have furnished inaccurate 
information for this question, or the classification system may inaccurately attribute to them 
high levels of privacy concerns.  This is further evidence that respondents’ reported concerns 
do not match their behavior. 
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The study’s major findings corroborated much of the findings of other Internet privacy 
surveys.  Those findings were: 
· Internet users are more likely to provide information when they are not identified 
· some types of data are more sensitive than other types 
· many factors are important in decisions about information disclosure 
· acceptance of the use of persistent identifiers varies according to their purpose 
· Internet users dislike automatic data transfer 
· Internet users dislike unsolicited communications 
· a joint program of privacy policies and privacy seals seemingly provides a 
comparable level of user confidence as that provided by privacy laws 
 
The researchers concluded that given the different attitudes and preferences of online 
users, “it seems unlikely that a one-size-fits-all approach to online privacy is likely to 
succeed.”  Further, they urged caution not to base policy decisions based solely on survey 
results, noting that people’s self-reported preferences rarely correlate with their actual 
behavior.  They failed to recommend, though, additional, behavioral research into the actual 
behaviors of Internet users to supplement the survey approaches they find limiting.  
6. Business Week/Harris Poll: A Growing Threat 
In the spring 2000, Business Week magazine commissioned Harris Interactive to conduct 
a privacy survey.  The results of the survey, “A Growing Threat,” were published in Business 
Week magazine’s March 20, 2000 cover story, “Privacy: It’s Time for Rules,” in which the 
magazine outlined its four recommendations to address privacy practices.  The survey was a 
follow-up to a 1998 Business Week/Harris Poll privacy study.  The latest study included 
many of the same survey questions as the 1998 survey, allowing analysis of privacy concern 
trends.  
The study was based on telephone interviews of 1,014 adults.  As with all privacy studies 
conducted through telephone surveys, the sample used by the Business Week/Harris Poll was 
nonrepresentative and nonrandom.  The study found that a larger percentage of survey 
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respondents in 2000 favored privacy laws than in 1998.  The percentage of respondents that 
expressed concern over the use of personal information also increased from 1998 to 2000. 
The survey’s methodology and question response rates were not published and there was 
no indication of how to obtain them.  Further, the results of the survey and question and 
response statistics were released selectively.  A footnote indicates that, except where noted, 
responses “Don’t know,” and refused answers were not included in the results.  Selective 
publication of findings and the omission of data in analyzing the survey results limit the 
study’s validity and accuracy. 
The selective disclosure of data and the details of research violate the principles of public 
opinion research.  The American Association for Public Opinion Research (AAPOR) 
requires that researchers “disclose, or make available for public disclosure, the wording of 
questions and other basic methodological details when poll findings are made public.”45  This 
disclosure is necessary so that the findings may be independently evaluated.  Further, Section 
III of the AAPOR Code states: "Good professional practice imposes the obligation upon all 
public opinion researchers to include, in any report of research results, or to make available 
when that report is released, certain essential information about how the research was 
conducted."46  Any public opinion poll or survey that is published without the full disclosure 
of survey methodology and complete data is viewed with skepticism.  
7. The Internet Life Report, Trust and Privacy Online: Why Americans Want to Rewrite the 
Rules 
In August 2000, The Pew Internet & American Life Project published “Trust and Privacy 
Online: Why Americans Want to Rewrite the Rules.”47  The Pew Charitable Trusts funded 
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the project.  The objective of the study was to better understand the connection between trust 
and online privacy. 
The study was based on telephone interviews conducted by Princeton Survey Research 
Associates of 2117 Americans.  Less than half of those interviewed were Internet users.  
Although a thorough survey methodology was included with the study report, the survey 
questions and response statistics were released selectively.  An editor’s note indicates that 
some of the questions asked on the survey are not publicly available because of ongoing 
analysis. 
In the analysis, the sample data were weighted to compensate for the known biases in 
survey-derived estimates.  Participation in telephone surveys greatly differs by ethnicity and 
subgroup so the data was weighted accordingly to compensate for these biases. 
One striking contradiction in the findings is the frequent use of highly personal 
information in online services by the demographic groups that claims to be most concerned 
about privacy and information practices on the Web.  Specifically, the survey reports that 
women and African-Americans are more likely than any other group to use personalized, 
online calendars and address books, despite their higher levels of reported privacy fears.  
Online calendars often contain highly sensitive personal information; information such as 
birthdays, anniversaries, doctor’s appointments, and children’s soccer games and school 
plays.  Web-based address books also store sensitive information, however it may be more 
sensitive because there is an incentive to make the contact information as complete and 
accurate as possible, otherwise the address book has limited usefulness.  Moreover, a person 
using an online address book is surrendering personal identifying information (name, 
address, email, telephone number, fax number) that is not their own.  The information in an 
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address book is someone else’s personal identifying information.  Despite claiming in 
privacy surveys to be highly concerned with privacy protections on the Web, women and 
African-Americans are more likely to release personal information. 
There may be several explanations for this finding.  The first explanation is poor survey 
reliability and validity.  The information provided by the respondents may be inaccurate.  For 
a variety of reasons, participants may have given false demographic information or 
exaggerated their online habits.  However, assuming the survey’s findings were accurate, 
inequalities in online experience may explain the seemingly contradictory responses.  
Surveys have found correlations between high-levels of expressed privacy fears and lower 
participation in online activities.48  Women and African-Americans, as groups, have lower 
levels of online activity and therefore may be unaware of the privacy related consequences of 
their online activities.49 
In this survey, 31 percent of experienced Web users, and 18 percent of newer users 
reported that they have provided fake personal information to a Web site.  Thus, another 
challenge to the validity of surveys is the large percentage of respondents who claim they lie 
and give false information to protect their privacy.  When approximately one quarter of 
survey respondents admit to lying and providing false information, the accuracy of their 
responses is tenuous. 
The survey’s findings provide strong evidence of the limitations of survey data in 
understanding privacy concerns.  In the Summary of Findings, the report presents several 
contradictory patterns.  Internet users express overwhelming fears about online privacy 
invasions, although they report that the actual incidence of online problems is not substantial.  
Clearly, a factor other than experience is driving these fears.  Additionally, despite the high 
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levels of fear, Internet users continue to behave in ways that belie their expressed concerns.  
Participation in many highly privacy-sensitive online activities is common and is becoming 
more popular as more services are introduced.   
The Pew study shows that surveys are able only to collect and measure the levels of 
privacy concern, not observe actual behavior.  When the expressed attitudes have a low 
correlation to actual behaviors, as is the case with Internet privacy fears, survey data becomes 
a poor predictor of future behavior and new research approaches become necessary.    
  Despite a nonrepresentative sample--a sample not statistically representative of the 
population--the PEW report projects its findings onto all Americans.  For instance, the first 
highlight of the survey claims, “The vast majority of American Internet users…”  This 
misleading assertion is made throughout the 29-page report.  Over-reporting the significance 
of findings often has unintended consequences.  First, research shows that the publication of 
poll results influences public opinion.  This problem is magnified when the poll results are 
based on misleading data.  For example, question 29 on the questionnaire asks, “If an Internet 
company used personal information in ways that it said it wouldn’t, what do you think should 
happen…”  The choices were: 
· The company’s owners should be put in jail 
· The company’s owners should be fined 
· The Internet site should be shut down 
· The Internet site should be placed on a list if fraudulent Web sites 
· Nothing/Neither/None of the above 
 
Eleven percent of the respondents chose A; The company’s owners should be put in jail.  
If the question had been open-ended and respondents were allowed to furnish their own 
answer, free of the directive bias of the prescribed choices, a different set of answers may 
have resulted.  The result, though, is that it appears that over 10 percent of Americans favor 
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putting company owners in jail for breaking their company’s information policy.  That 
punishment, which is inconsistent with corporate law and current regulations, is now 
published as reflecting the will of one in ten Americans. 
8. GVU WWW User Studies 
In 1994 the Graphics, Visualization, & Usability Center (GVU) at the Georgia Institute of 
Technology, conducted and published the first publicly accessible Web-based survey, the 
first GVU WWW User Survey.50  Since then, GVU has conducted nine additional surveys, 
with the tenth study published in late 1998.  The surveys were conducted every six months to 
provide timely data on the growth and trends in Internet usage, demographic, cultures, and 
attitudes. 
GVU's WWW User Surveys are conducted entirely over the Web--each participant 
responds to a questionnaire posted on the Web.  There were two central objectives for the 
surveys.  The first goal was to demonstrate Web technologies as a useful survey medium and 
to test the design and content of surveys dealing with the Web.  The second goal was to 
characterize Web users, their reasons for using the Web, and their opinions of Web tools and 
technologies.51  
Web-surveys present researchers with tremendous methodological challenges, which are 
outlined in the survey’s methodology discussion.  The first challenge to data validity is the 
absence of a central registry of all Internet users.  A random sample of Internet users is 
impossible because there is no listing or database of all users from which to sample.  As 
such, all Web survey respondents are self-selecting.  Self-selection occurs when the 
individuals in the sample are given a choice to participate.  If a set of members in the sample 
decides not to participate, the results cannot be generalized to the entire population.  
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Participants for GVU's WWW User Survey are solicited through:  
· Announcements to Internet related newsgroups  
· Banners placed on specific pages on high exposure sites 
· Banners randomly rotated though high-exposure sites  
· Announcements to the www-surveying mailing list, a list maintained by GVU's 
WWW User Surveys composed of people interested in the surveys  
· Announcements made in the popular media52 
 
The GVU researchers include an extensive methodological background for their work 
and explain the systematic biases inherent in the medium.  They explain that the survey 
methodology has evolved because there is no method to enable participants to be selected or 
notified at random.53 
Further biasing the sample, the sixth survey promoted participation with cash and prize 
incentives.  The response rates increased, with the seventh survey receiving almost 50 
percent more completed questionnaires.  However, the increased participation cannot be 
attributed solely to the introduction of incentives.  The popularity and visibility of the survey 
through increased media coverage also contributed to higher response rates.  Nonetheless, a 
portion of the respondents may have shared characteristics that make them more likely 
respond to sweepstakes and economic incentives.  The self-selecting method of Web-surveys 
combined with cash incentives corrupts the data. 
The GVU surveys first began including privacy questions in the GVU's Fifth WWW User 
Study conducted in the spring of 1996.  The findings showed that respondents valued being 
able to control their personal information and were likely to trade that information if a Web 
site gave notice of how the information would be used.  
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III.  Subjective Methodologies: Analysis of Survey Research 
Most of the privacy data collected to date has been through subjective measures.54  In 
general, data collected from surveys are highly susceptible to problems of validity and 
reliability.55   Subjective phenomena, like tastes, preferences, and opinions, are directly 
known and observable only by respondents themselves.56  Because subjective phenomena are 
relative to individuals, it is difficult to corroborate the accuracy of the data.  By contrast, 
objective phenomena are those that can be known by evidence that is available to an outside 
observer.  The evidence is often a matter of record, such as a person’s gender.57 
Subjectivity can enter into a survey in two distinct ways:  
· the information sought may, itself, pertain to subjective phenomena (rather than 
factual or objective phenomena) 
· the method of securing information may call for an estimate or impression reported 
by someone in a more or less favorable position to know the facts, rather than 
replying upon objective determination by some well-described procedure.58 
 
The existing privacy research incorporates both of these areas of subjectivity.  First, the 
data collected is subjective (i.e., a person’s self-reported concern or attitude toward the loss 
of privacy, based on their interpretation of the survey question).  Second, the method of 
gathering that data is subjective, such as through a telephone survey.  Our understanding of 
privacy, then, is largely based on the subjective gathering of subjective data.  There is room 
for error in both how the respondent is influenced by the survey and how the researcher 
collects and interprets the responses.  
A. Survey Bias 
Survey data is easy to collect, though difficult to collect well, and it can be analyzed 
quickly.  Despite persistent criticisms about the reliability, validity, and usefulness of survey 
data, surveys are one of the most commonly used methods of empirical research in the social 
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sciences.59  The frequent anomalies and contradictions found in survey results raise questions 
about the usefulness of this type of data.  One of the main concerns is the validity of 
statements, opinion, and information furnished by respondents.  The validity of the data may 
be compromised due to biases inherent in survey methodology.  Although most social 
sciences draw upon survey data, the survey method of direct measurement is viewed with 
skepticism and ambivalence by many social scientists.60    
The existing survey research of privacy issues suffers from critical flaws that present 
serious challenges to accurately gauging the concern about privacy.61  The first flaw, non-
random samples, biases findings toward lower levels of concern.  A second bias inherent in 
privacy survey research is the influence of non-sampling factors.  These factors, such as term 
ambiguity, social desirability, and poorly constructed questionnaires, overestimate privacy 
concerns.  These widespread non-sampling biases necessitate skepticism when analyzing 
privacy survey data.  Any survey concerned with opinions related to privacy will be 
nonrandom and systematically biased.62  The net effect of these biases substantially limits the 
usefulness of the data and distorts our understanding of privacy concerns. 
1. Sample Bias  
There exist large differences between individuals who respond to surveys and those who 
do not.  Respondents are generally more helpful and cooperative and have a greater interest 
in the specific topic of the study, or just in surveys in general.63  An individual’s willingness 
to respond to a survey demonstrates characteristics that differ from those in the sampling 
group who do not respond.  Survey findings therefore always will be biased toward the 
people and characteristics inclined to respond to surveys.  This distinction is important to 
note when considering the validity of privacy survey data.  Those who respond to privacy 
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surveys will necessarily differ from those who do not respond.  Non-respondents to privacy 
surveys and telephone interviews would reasonably include a large percentage of individuals 
who are more skeptical and mistrustful than the general population.  
Writes Katz and Tassone in a footnote: 
Unlike many other topics of research, surveys of privacy are by their nature likely not 
to include members of the population who would be concerned about invasions of 
privacy.  This is because potential respondents presumably would not be willing to 
reveal information about themselves to pollsters, judging them privacy invaders.  
Consequently, public opinion polls on the subject are probably underestimating the 
level of public concern.  There is little practical way to surmount this weakness since 
standard practices of estimating non-respondent characteristics would not work well 
for this dimension of nonresponse.64 
 
The majority of privacy studies are non-random and non-representative because the 
population samples are self-selecting groups of telephone survey respondents.  For example, 
many individuals consider unsolicited, incoming telephone calls an invasion of privacy and 
therefore are less likely to participate in surveys.  Given the many households that pay a 
monthly fee for an unlisted telephone number, it is unlikely that they would respond to 
unsolicited interviews.  Further, many of those who are highly concerned with privacy 
matters are likely to subscribe to Caller ID services and screen all telephone calls.   
Indeed, privacy surveys necessarily exclude those respondents who are most concerned 
with privacy protection.  This exclusion yields incomplete data and underestimates the scope 
and intensity of privacy concerns.65  
Using survey research methods is inappropriate for providing an understanding of 
Internet privacy.  The respondents to privacy surveys and privacy opinion polls are self-
selecting.  Individuals who highly value their privacy are not going to participate in surveys, 
effectively rendering invalid any dataset that does not represent those individuals.  This is a 
 33
fatal flaw in using survey methods for providing an accurate understanding of privacy 
concerns.  
2. Social Desirability  
The act of studying an issue often affects it.66  The survey topic directs the respondent to 
consider subjects that, perhaps, they previously have not considered.  Even though a 
respondent may not have formulated an opinion on the matter or even be familiar with the 
topic, this often does not deter him or her from answering the questions.  In this case, the 
responses may conform to what the respondent thinks the researcher or interviewer wants to 
hear.  There is a well-known tendency for individuals in self-report surveys to exaggerate 
what they perceive to be socially desirable behavior.  This social desirability of responses is a 
major source of response bias in survey research.67  This practice raises the question of 
whether surveys result in an accurate measurement of opinions and attitudes, or whether they 
create those preferences.   
 Adding to the difficulties of studying privacy issues are its valence qualities.  Valence 
issues are vague, broad issues that are presented as being based upon universally accepted 
values.  As a valence issue, privacy “elicits a strong, single, fairly uniform emotional 
response.”68  Peace, prosperity, fighting crime, and elderly care, which are known for their 
“lack of specificity and their attempt to reaffirm the ideals of civic life,” are considered 
valence issues.69 
The issue of privacy invokes civic ideals that lead to difficulties in interpreting the data 
from privacy surveys.  When a highly favorable and unobjectionable concept like privacy is 
hypothetically presented as threatened in a survey questionnaire, it is no surprise that self-
reported concerns consistently are high.   
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3. Questionnaire Construction 
The survey question itself is a source of information that often alters the way a 
respondent interprets the event in question.70  For example, questionnaires can contain biases 
in the definition of terms, the framework, and context of the question, and the inclusion of 
leading questions.  The existing privacy research suffers from biases in each of these three 
areas. 
a. Definition of Terms 
The term privacy is especially subject to bias because of it has no generally accepted 
meaning.  The term’s inherent ambiguity presents difficulties for researchers trying to 
measure and understand privacy concerns.  Indeed, Regan writes, “Virtually all philosophical 
and legal writings about privacy begin by noting the difficulty in conceptualizing the 
subject.”71  Survey evidence suggests that there are no universal definitions of privacy, and 
that individuals are likely to be responding to quite different things when they express the 
presence or absence of concerns.72  Attitudes about privacy vary from context to context, and 
it is impossible to predict from one concern to another.73  This ambiguity and individualized 
concept of privacy makes it difficult for social scientists draw meaningful conclusions from 
survey findings. 
There are a great many definitions of privacy, and one can never be clear about which 
aspects of that construct are being evoked when an individual is asked to express an 
opinion.74   
For example, a commonly used public opinion survey question asks, “How concerned are 
you about threats to your personal privacy in America today?”  Although the question 
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provides valid data regarding levels of concern, it provides no insight into the nature of the 
concerns or of the definition of privacy being invoked.75 
Adding to privacy’s definitional difficulties is its perception as a “right,” as in the phrase 
“right to privacy.”  This privacy rights language originates from the famous 1890 Warren and 
Brandies law article, "The Right to Privacy,”76 which contained the earliest legal definition of 
privacy: “The right of determining to what extent one's thoughts, sentiments, and emotions 
shall be communicated by others."77  More recently, the publicity surrounding Robert Bork’s 
blocked Supreme Court nomination increased the popularity of conceptualizing privacy as a 
right emanating from “interests protected by the First, Fourth, Fifth, Ninth, and Fourteenth 
Amendments.”78  Additionally, Roe v. Wade was decided on the right to privacy grounds.79  
Moreover, organizations such as EPIC and Privacy International declare that privacy is a 
human right.80  These twin uses of privacy “rights” are problematic.  It is unclear which 
concept of rights is being invoked when privacy rights are asserted.  No distinction is made 
between legal rights or human rights.   
In addition to privacy’s ambiguity, the concept of rights often is difficult to define.  The 
rights-based context in which privacy issues are often discussed can escalate privacy 
concerns to emotional levels.  When a value or concept that is considered a right is perceived 
as threatened, that mere perception of loss, even absent any realistic probability of loss, can 
elicit reactionary concern.  The concept that privacy is a right--though is it not clear whether 
it is a legal right, a human right, a positive right, or a negative right--is widely accepted.  
Indeed, in a 1978 Harris Poll, over 75 percent of respondents claimed that the right to privacy 
is fundamental for both the individual and a just society and that it should be added to the 
founding principles of the right to life, liberty, and the pursuit of happiness.81  These 
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ambiguities and the rhetorical weight of rights complicate the survey measurement of privacy 
concerns.   
b. Framework of Questions and Posing as a Loss 
Privacy concerns are sensitive, yet ambiguous, and highly dependent on questionnaire 
construction.  By limiting the answers to a question to only a few choices, question restraint 
directs results toward a predetermined set of responses.  Any small change in question 
wording can alter the responses to it.  This high sensitivity to survey construction and 
researcher bias severely limits the validity of privacy survey data. 
In their review of privacy surveys, Katz and Tassone found that the way in which the 
issue is presented consistently influences the response.82  For example, questions asking 
about a “concern” for privacy yielded different responses than did questions asking about a 
“threat” to privacy.83 
Several studies by economists are useful for exposing the inherent problems in privacy 
survey methodologies.  Researchers have found that presenting an issue as loss is more 
persuasive and powerful than presenting it as a gain.  Privacy survey questions often are 
framed within the context of a loss.  Research shows that when people are loss averse, an 
area for bias is introduced.  Framing privacy issues in a negative format, that is, questions 
such as, “Are you concerned about a loss of privacy?” will systematically yield high 
affirmative response rates because losses are highly undesirable.  Amos Tversky and Daniel 
Kahneman explored this theory and found that people placed different values on gains and 
losses.  They found that individuals are much more distressed by prospective losses than they 
are happy by equivalent gains, leading them to conclude that individuals typically consider 
the loss of one dollar twice as painful as the pleasure received from a one-dollar gain.84  
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Further, they found that individuals responded differently to equivalent situations depending 
on whether it was presented in the context of losses or gains.  Simply by phrasing one 
question as a loss and one question as a gain caused the problems to be interpreted 
differently. 85  
Privacy, however, is significantly different from the dollars used in the Tversky and 
Kahneman study.  Unlike a lost dollar bill, whose value can be substituted or replaced by 
another dollar bill, lost privacy often cannot be replaced or retrieved; the loss of a dollar is 
surmountable, the loss of privacy is not.  Therefore, a loss of privacy is likely to be more 
undesirable than the loss of a dollar, and the percentage of respondents that avoids a loss of 
privacy would be greater than the percentage that avoids the loss of a dollar.  Survey 
questions, then, that frame privacy within the context of a loss will systematically bias 
responses. 
Privacy survey questions, though, are also often framed within the negative framework of 
concern.  However, the term “concern” is never defined.  The degree of concern is not 
compared to concern over other contemporary issues.  This raises the question, “Concern 
compared to what?”  The responses to these questions have limited meaningfulness because 
respondents are not forced to choose between competing values or choices.  Levels of 
privacy concerns are often measured on a Likert-Scale--Very Concerned, Somewhat 
Concerned, Not Too Concerned.86  The difference between “very concerned” and 
“concerned” is ambiguous.  This ambiguousness of responses limits the usefulness of Likert 
data in measuring privacy concerns.  
Further, no matter what set of data the surveys yield, the findings will be presented in 
terms of concern.  For example, the statements, “92 percent of Americans are highly 
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concerned about invasions of their privacy,” and “59 percent of Americans are highly 
concerned about invasions of their privacy” present the findings in the context of concern 
although the percentages of those concerned and the finding’s significance greatly differs.  
Concern has become the standard unit of measurement for privacy.  Framing the survey 
questions in this particular way biases the survey responses toward concern.   
c.  Context and Influence of Questions Asking 
Question asking is a powerful persuasion device.  Questions structure our decision-
making process by directing our thoughts to the issues raised and by implicitly specifying a 
range of possible answers.  Consider the question, "Do you fear your loss of privacy online?"  
The question directs our thoughts and attention to privacy invasions as opposed to other, 
associated issues such as free speech and the benefits of personalization. 
That there is research being conducted on the levels and intensity of privacy concerns 
suggests that the important topic is an important one and that there is a legitimate cause for 
concern.  A study also brings greater visibility to a subject and places it in the forefront of 
topics that should be considered.87  Responses to privacy surveys, in addition, do not 
necessarily accurately reflect public opinion, since it cannot be proven that such opinions 
existed before the study.88 
Not only do the survey topics influence the respondents, the responses also often are 
taken out of context.  When inquiring about the public’s concern about privacy, researchers 
operate from an assumption that privacy is something that is universally valued and, more 
important, is perceived to be at risk.89  As a result, reactive bias will inflate the reported 
levels of concern.  Dutton and Meadows found that surveys of privacy that focus on privacy 
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alone, such as the Harris-Equifax and Harris-Westin polls, exaggerate respondents’ levels of 
concerns.90 
In his 1990 focus group study, Oscar Gandy discovered that privacy was not a 
particularly important issue to most participants91 – a finding that supports the idea that 
surveys create rather than reflect and measure concerns about privacy.92  
Similarly, the ACLU Foundations’ 1994 report shows that concerns for privacy do not 
crossover into other aspects of people’s lives.  Albert and Susan Davis Cantril write, “it is 
difficult to infer an individual’s level of concern in one domain from the degree of concern 
expressed in another domain.”93  The Cantrils concluded that, “although many of these 
aspects of privacy can be linked in terms of the fundamental principles at stake, as a general 
rule they have not been so linked in the collective thinking or experience of most of the 
American public.”94  
Furthermore, when measuring opinions that have no corresponding behaviors with which 
the responses can be compared, it is difficult to evaluate the accuracy or meaning of the poll 
results.95    
A major source of response variance to the importance of privacy is whether the issue of 
“invasion of privacy” is raised in absolute or relative terms.  When it is the only issue 
presented, the percentage of people responding that privacy is a concern greater than when 
there are many competing issues to evaluate along side it.96  When respondents are forced to 
weigh a trade-off, however, the answers often differ, and privacy becomes a secondary 
concern.  For example, 79 percent of respondents agreed with the statement, “The public has 
a right to know of a convicted sex offender's past, and that right is more important than the 
sex offender's privacy rights.”97  Moreover, when asked this question, 87 percent of 
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respondents favored drug testing over privacy: “Certain employees--such as airline pilots and 
train conductors--are responsible for the lives of others.  Do you think these types of 
employees should be tested for drugs, or do you think this is a violation of the employee's 
privacy?”98  These examples show that the context of a survey question can cause great 
variation in the response, and can be a source for bias in questionnaires. 
B. Attitude-Behavior Inconsistency 
Not all of the difficulties with opinion survey research are problems of context.  A 
person’s beliefs do not always correspond with his or her actions.  Therefore, what a 
respondent identifies as a concern on a survey does not necessarily translate into a concern of 
enough importance to warrant action in the context of everyday life.99  
Survey questions generally address perceptions and attitudes about privacy rather than 
actual behaviors or experiences related to privacy concerns.100  This selective insight is 
problematic given the low correlations between expressed attitudes and behavior.  A review 
of over 30 studies on the relationship between attitude and behavior found that "it is 
considerably more likely that attitudes will be unrelated or only slightly related to overt 
behaviours than that attitudes will be closely related to actions.”101 
Contradictions abound between the self-reported privacy fears of Internet users and their 
actual behavior online.  Online behaviors consistently belie the findings of privacy surveys, 
raising critical questions about survey methodologies and the usefulness of their findings.  
Katz and Tassone found that privacy is an abstract concept that most Americans value and 
judge important.  However, they found only slight evidence that people will sacrifice benefits 
to protect it.102 
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Even though Americans perceive that their privacy is being threatened, little evidence has 
been found that most Americans choose to forgo major benefits, when the consequence is as 
a violation of their perceived privacy.103  If self-reports are not good indicators or predictors 
of behavior, privacy surveys provide little information.  
In a Business Week/Harris Poll survey conducted in spring 2000, over 40 percent of 
respondents reported that they “Always” or “Sometimes” read the information contained in 
the privacy notice of the Web sites they visit.104  Anecdotal evidence, however, contradicts 
this finding.  Americangreetings.com, the second largest retail site on the Internet, reported a 
click-through rate on its privacy policy link of 0.009 percent, or 9 in 100,000 visitors.105  
In 1999 The Electronic Privacy Information Center (EPIC), a privacy advocacy group 
based in Washington D.C., released “Surfer Beware III: Privacy Policies without Privacy 
Protection,” a study of the privacy practices of the 100 most popular shopping sites on the 
Internet.106  Of the top 100 sites, EPIC found that 18 did not display any type of privacy 
policy, 36 used profile-based advertisers like DoubleClick, and 86 used cookies.  Further, the 
report stated, "Not one of the companies adequately addressed all the elements of fair 
information practices.  We also found that the privacy policies available at many Web sites 
are typically confusing, incomplete, and inconsistent.  We concluded that the current 
practices of the online industry provide little meaningful privacy protection for 
consumers."107  In public opinion polls over two-thirds of online shoppers consistently claim 
they are "extremely" or "very" concerned about online privacy.108  However, the EPIC 
review of the 100 most popular shopping sites on the Internet found that over half of them 
offered no privacy policies or were part of advertising profiling networks that collect 
consumer data.  
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This presents an interesting contradiction.  Are those consumers who claim to be very 
concerned about online privacy not diligent in their search for shopping sites with robust 
privacy protections?  Would they not avoid shopping at sites that do not maintain and enforce 
rigorous privacy policies and information usage if they were truly concerned with privacy?  
How can over one half of the most popular shopping sites on the Internet be violators of 
privacy when over two-thirds of online shoppers are very concerned with their privacy and 
over 40 percent check privacy policies?  Clearly, self-reports in privacy surveys do not match 
the actual behaviors of online shoppers.  Online shoppers' revealed preference is that the 
benefits of shopping online outweigh their privacy concerns. 
This low correlation between expressed attitudes and actual behavior is widespread.  Part 
of the reason for the low correlation is that survey data is highly susceptible to the bias of 
socially desirable answers.  For example, researchers investigating the self-reports of church 
attendance found that actual attendance was half of what was reported in surveys.109  The 
study, "What the Polls Don’t Show: A Closer Look at U.S. Church Attendance," published in 
the American Sociological Review, found that although 40 percent of Protestants claimed to 
attend service, only 20 percent actually did attend service.  The percentage that over-reported 
attendance was similar for Catholics.  The 100 percent difference between self-reports and 
actual behavior is useful for examining other survey data.  “There’s a well-known tendency 
for individuals in self-report surveys to exaggerate what they perceive to be socially desirable 
behavior," said Mark Chaves, an author of the study.110   
Americans misreport how frequently they vote, how much money they donate to charity, 
and how frequently they use illegal drugs.111  Additional, studies show that males exaggerate 
their number of sexual partners, university workers are not honest about reporting how many 
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photocopies they make, and actual attendance at museums, symphonies, and operas does not 
match survey results.112   
The motivations are no different for Internet users who exaggerate their behaviors online.  
The desire to appear concerned, sophisticated, and Web-savvy is apparent in the responses to 
questions about privacy.  Though explainable, these tendencies to misrepresent behavior 
severely discount the validity and usefulness of survey data.   
These examples have great force because of the discrepancies they reveal between what 
people say they value and what they demonstrate they actually value when forced to make a 
choice.  This disparity is complicated further when closed-ended, standardized questionnaires 
attempt to provide insight into the complex attitudes, opinions, and preferences that 
individuals actually hold.113 
C. Agenda Setting 
Privacy surveys consistently find that non-Internet users express even higher levels of 
concern over the loss of online privacy than do Internet users.114  Studies also show that 
Internet users’ privacy fears exist independent of actual experience.115  Although the 
overwhelming majority of Internet users claim great concern for their online privacy, few 
have had any negative experiences while online.116  This low correlation between expressed 
privacy fears and reported online privacy invasions deserves investigation.  Factors other 
than personal experience influence concerns. 
1. Media Bias 
External factors, like the media, are powerful influences on public attitudes and opinion.  
Agenda setting is the theory that the media are successful in placing issues on the public 
agenda and in shaping public opinion about those issues.  The media’s agenda setting affects 
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work in two ways.  First, by covering specific issues to the exclusion of other issues, the 
media suggest which issues the public should address.  Second, by framing in a particular 
way the issues they select to cover, the media suggests how the public should think about 
those issues.  When these two factors are combined, the media exert considerable influence 
over what issues are on the public agenda and how those issues are viewed. 
The information and impressions people receive from the media, and through other 
second hand sources, often are less influential on their attitudes and beliefs when they also 
can rely on firsthand experience.  Those who do not use the Internet or have limited Internet 
exposure have little personal experience with Internet privacy issues.  Therefore, they 
necessarily rely on the accounts of others and the mass media for constructing their views 
and opinions of the online world.  The extent to which the media cover privacy issues and the 
manner in which the issues are framed become important influences on the public perception 
of privacy issues.  The media have widely covered privacy issues, with a particular focus on 
threats to Internet privacy.117  This attention informs the public about the collection and use 
of personal information.  However, the coverage is often sensationalized.118 
Although anecdotal, a recent review of popular magazine feature stories on privacy 
provides insight into how media coverage has framed and influenced public opinion on the 
Internet privacy issue.  Magazines ranging in interest from business to politics to general 
topics have published cover stories on privacy within the past three years.  Though diverse in 
their readership, the editorial coverage is not.  Coverage of privacy issues in general, and of 
Internet privacy in particular, has been hyperbolic and sensational.  Time magazine’s August 
25, 1997 cover story, “The Death of Privacy,” was accompanied by an image of menacing 
face with an eye peering through a keyhole, presumably into the reader’s private life.  In the 
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spring of 1999, The Economist featured story entitled, “The End of Privacy.”119  Popular 
computing magazine PC World has run three cover stories on privacy in the past three years.  
The headlines for those features are, respectively, “NET PRIVACY NOW!”120  “You Are 
For Sale,”121 and “SPECIAL REPORT: The Web and You.  NO PRIVACY ON THE 
NET.”122  Allusions to the Internet as Big Brother as depicted in George Orwell’s dystopian 
novel, 1984, also are popular in the media.123 
2. Media Exposure and Increased Privacy Concerns 
In addition to choosing which issues to cover and how to frame those issues, the media 
also influence public opinion through repeated exposure of the issue.  A search of the number 
of articles on Internet privacy issues in national newspapers provides evidence in the 
increased coverage of the topic.  The New York Times ran seven stories including “Internet 
privacy” in 1997, 16 stories in 1998, 44 stories in 1999, and has run 89 stories including 
Internet privacy in 2000, through October 31.  The coverage trend is similar for the Wall 
Street Journal.  It ran four Internet privacy stories in 1998, 15 in 1999, and 67 in 2000 
through October 31. 
The evidence suggests that the mass media do inflate privacy concerns.  Privacy scholars 
are aware of the media’s influence on inflating public concerns over privacy.  In a review of 
mass media literature in the late 1980s, Katz and Tassone found renewed media coverage of 
privacy invasion.  They claimed that the increased coverage “make(s) people feel more 
vulnerable without necessarily having had an actual experience in this regard.”124  Regan also 
acknowledges that concerns could easily be heightened by media reports about privacy 
invasions and become more salient.125 
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A recent study explicitly illustrates how media exposure directly correlates with higher 
levels of privacy fears.  The 1990 Harris/Equifax survey asked respondents to indicate how 
much they had “heard or read during the last year about the use and potential misuses of 
computerized information about consumers.”126 
An analysis of the dataset found that the relationship between media exposure and a 
generalized concern about personal privacy is highly significant, linear, and direct.  The more 
that people have heard or read about the potential threats to privacy, the more concern they 
express.127  The question then becomes, do privacy surveys and public opinion polls create 
privacy concerns?   
In addition to news coverage of privacy issues, the coverage of public opinion polls and 
privacy surveys are influential in creating opinion.128  Public opinion polls and surveys 
present topics as objects of current public concern, suggesting that the majority is debating a 
particular issue in a particular way.  If the results of those surveys are then treated as proof 
that public opinion exists, they could be an important part of the process of creating a climate 
of opinion.129 
Surveys have consistently reported high levels of privacy concern.130  Research suggests 
that the very publication of opinion surveys helps to shape, as well as reflect, public opinion.  
There is a psychological desire to be identified in the majority and the publication of any 
majority view helps persuade individuals to adopt that view.131  Therefore, the publication of 
survey results indicating that, say, 85 percent of Americans are “very concerned” about 
threats to their privacy may indeed help to create public opinion and inflate levels of concern, 
creating a cycle of survey results driving privacy concerns higher. 
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Given the media’s influence on public opinion by selecting, framing, and repeatedly 
covering privacy issues, it is difficult for researchers to discern which responses reflect 
genuine concern and which reflect manufactured fear. 
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IV. Objective Methodologies: Analysis of Unobtrusive Research 
An alternative to the survey method of measuring preferences and attitudes is a revealed 
preference approach.  A revealed preference approach ignores stated preference data and 
studies only actual behavior.  This distinction in data collection is valuable because revealed 
preference data is not vulnerable to the same subjectivity and biases as survey data.  Many 
economists rely on this revealed preference approach, letting actual behavior in the 
marketplace, such as purchases of goods and services, serve as an indicator of tastes or 
preferences.132  This model maintains that life conducts its own surveys, presenting an 
unending series of problems that people resolve and act upon.  It assumes that by studying a 
person’s actual behaviors—the choices and decisions people make—researchers can infer 
that person’s preferences and attitudes.133  That is, behaviors necessarily reveal preferences.  
Revealed preference data can be collected through two methods, direct observation and 
unobtrusive research.  It is often used both to corroborate and in conjunction with survey data 
to exploit the strengths of both data types.  
A. Unobtrusive Research 
The goal of an unobtrusive approach is to minimize the effects of researcher bias.  
Moreover, it can be used to cross-validate survey research with a method that does not 
require the cooperation of a respondent and that does not itself contaminate responses.134   To 
minimize the subjective bias inherent in survey research, many researchers use unobtrusive 
research methods.  Consistent with the objective of minimizing subjectivity and bias, the 
most effective method of collecting revealed preference data is through unobtrusive research.   
 Unobtrusive research is a social science research methodology in which data is not 
obtained by interview or questionnaire.135  Researchers, therefore, have no influence on the 
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topic of study.  Practitioners of unobtrusive research take the position that the researcher 
must not become a part of what is being studied and must not have any effect upon it.  The 
researcher, then, examines only readily available evidence and attempts to draw 
generalizations and conclusions.136   The effects of subjectivity and researcher bias are 
minimized because the source of data is a physical record of behavior that has already 
occurred, not the observation of behavior.  Existing, quantitative data, such as crime statistics 
and Web server logs, is the focus of unobtrusive research. 
One weakness of the method, however, is validity.  It is often difficult to access data that 
accurately represents the variables being studied.  However, unobtrusive research methods do 
not suffer from the same methodological weaknesses as survey research, and therefore can be 
useful in testing the same variables.137   Although there are difficulties in accessing valid 
data, unobtrusive research is particularly useful for testing competing theories or for 
interpreting contrasting results.   
B. Implications for Privacy Research  
Beyond a tenuous descriptive analysis, survey research has a limited ability to provide an 
understanding of privacy concerns.  The problem is that survey data are used in isolation.  
Survey data address only expressed attitudes and opinions and therefore do not provide 
insight into actual behavior. 
Relying solely on survey research data distorts our understanding of privacy concerns in 
two critical ways.  First, the nonresponse of those who are sensitive about their privacy and 
therefore refuse to participate in opinion research produces a nonrepresentative sample that is 
biased toward understating privacy concerns.  Second, the methodological weaknesses of 
survey research, and in particular the difficulties of measuring privacy concerns, 
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systematically overestimate privacy concerns.  When combined, these two distortions 
severely limit the usefulness of survey data for understanding privacy concerns. 
Further, often there is a low correlation between self-reports and actual behavior, 
rendering self-reports a poor predictor of future behavior.138  The lack of research concerning 
behavioral data on how people protect their privacy detracts from our understanding of 
contemporary privacy issues.  Substituting behavioral observations for survey data is 
preferable, particularly when there is presumed reason to distrust the latter.139  Unobtrusive 
research of actual behaviors would minimize the potential for bias and yield a valuable 
dataset for investigating the correlations between self-reported attitudes about privacy and 
actual behavior.    
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V.  Research Proposal 
Privacy studies based on revealed preference data and unobtrusive research approaches 
would substantially strengthen the existing research.  Research that includes collection and 
analysis of revealed preference data from both offline and online behaviors would 
supplement and corroborate the data on privacy concerns.  The focus of this research would 
be on actual behaviors for which records exist and are accessible.  Using behavioral data 
would allow for the measurement of privacy concerns regardless of the medium. 
Data would be collected from both offline and online activities and combined to create a 
profile of behaviors manifested by privacy concerns.  The offline data gathered would 
include the use of unlisted telephone numbers and participation levels in marketing “opt-out” 
programs.   Individuals who want to avoid unsolicited telemarketing pitches or who want 
their telephone number unlisted for other personal reasons pay for the privilege of opting out 
of public directory listings.  The act of removing a telephone number from these directories is 
evidence of behavior consistent with a concern over privacy.  Data about the percentage of 
telephone numbers that are unlisted gives researchers insight into the behaviors reflecting a 
concern for privacy.  Similarly, the households that participate in “opt-out” programs, 
services that distribute to direct marketing firms lists of individuals who may not receive 
direct marketing materials, also reveals a preference for protecting privacy.  Together, these 
two actions, for which records exist and can be accessed by researchers, demonstrate a 
behavioral concern for privacy that will provide additional data to the existing survey 
findings.  
Evidence of privacy-protecting behavior online would also be collected, analyzed, and 
compared to the existing survey data.  Since Internet privacy fears have driven much of the 
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current privacy debate, the measurement of online behaviors is particularly valuable to the 
understanding of concerns.  Additionally, the data is archived in server logs, easing data 
collection costs.  Online behaviors largely motivated by privacy concerns include:  
· configuring browsers to automatically reject cookies 
· clicking on Web site’s privacy policy before submitting any personal information 
· inputting into a site’s search box the terms “privacy,” “privacy policy,” or 
“information practices” 
· surfing the Internet though services, such as Anonymizer or Safeweb, that protect 
individual identities 
· encrypting email and data sent over the Internet 
· purchasing or downloading privacy enhancing software such as ZeroKnowledge’s 
Freedom and Junkbuster’s Internet Junkbuster Proxy   
 
The data for these online behaviors is revealed preference data that demonstrates a 
concern for online privacy.  The data that would be collected are the number of unique 
visitors who surf with their cookies turned off and who click on privacy policy statements, 
the amount of traffic from IP addresses registered to privacy-protecting services like 
Anonymizer, the sales and number of downloads of Internet privacy software, and the 
amount of encrypted email and Internet traffic. 
The data for each these behaviors is archived in Web server logs across the Internet, 
which can be obtained through unobtrusive measures.  Researchers will need to gain access 
to aggregated server log data from popular commercial Web sites.  A reasonable appeal for 
access to this data may be made to members of industry organizations such as The Online 
Privacy Alliance (OPA).140  OPA is group of international corporations and associations 
dedicated to the success of self-regulation of privacy practices on the Internet.  As the 
public’s concern over privacy greatly affects their business practices and influences the 
regulators and legislators now deciding whether to regulate information practices on the 
Internet, OPA member companies have a strong incentive to ascertain as complete an 
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understanding of privacy concerns as is possible.  For this reason, these companies may be 
persuaded to provide researcher access to their aggregated site visitor data.  
A. Obstacles for Proposal 
There are, however, several obstacles to this approach.  The first problem is in 
determining which behaviors are likely to be motivated by privacy concerns.  Second, 
although privacy concerns may be the sole motivator for many behaviors, it is incorrect 
necessarily to attribute privacy motivations to all the behaviors selected for study.  Human 
action has many influences and researchers run the risk of assuming perfect knowledge and 
misattributing motivations. 
Further, much of privacy-motivated behavior, by design, leaves no evidence.  For 
example, not signing up for a supermarket loyalty card to avoid purchase-tracking leaves no 
physical traces of behavior.  Therefore, a record of privacy enhancing behavior may not exist 
because much of that behavior is intended to leave no traces of behavior.  Obviously, this 
presents substantial challenges to researchers.  Ambiguity in the measurement of each type of 
data is also problematic.  For example, is sending encrypted email more indicative of privacy 
concerns than is clicking on a privacy policy?  Researchers will face these and other 
subjective considerations in gathering unobtrusive data.  
Despite the obstacles of a behavioral and unobtrusive approach to privacy research, the 
findings would be valuable in evaluating the existing survey data on privacy concerns.  
Although it may not provide complete information for measuring privacy concerns, it does 
not suffer from the inherent biases of the existing survey data.  Most important, however, is 
that this research will yield a different data set from which different conclusions may be 
drawn about privacy concerns. 
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VI. Conclusion 
Privacy is a complex and ambiguous issue.  An examination of the privacy research 
literature reveals several insights into the difficulties of privacy research.  First, it exposes the 
weaknesses of survey data and the biases in the methodologies used to collect the data.  As 
Gandy and Regan have noted, privacy survey data is heavily biased in opposing directions.  
The self-selecting survey samples, which underestimate levels of concerns, under represent 
those who actively protect their personal privacy by not participating in surveys.  All survey 
data is highly subject to researcher and questionnaire bias and the particular issue of privacy 
introduces additional complications such as term and contextual ambiguities.   
Further, research shows that the media, through the repeated and sensationalized 
coverage of privacy issues, inflate levels of concern.  These complications associated with 
collecting subjective data through subjective methodologies, coupled with the media’s 
agenda setting role, bias findings toward higher levels of privacy concerns.  The usefulness 
of conducting survey research for understanding privacy concerns, then, is clearly limited.  If 
privacy concerns are to be understood, new data types are needed.   
Additional research is needed to address the attitude and behavior contradiction in the 
existing privacy data.  The literature indicates that self-reported privacy concerns do not 
match actual privacy-protecting behaviors.  Despite responding in surveys that privacy issues 
are highest among their concerns, most people do not take actions to protect their privacy.  
Current privacy research focuses on collecting data on the former, and neglects data on the 
latter.  This selective approach is problematic.  The actual actions people take to enhance or 
protect their privacy are a more accurate measurement of preferences and value than are 
survey responses.   
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New research into the actual behaviors of those who reveal their privacy preferences 
through the choices they make would be valuable for many reasons.  First, the behavioral 
data could be used to corroborate the existing survey data.  Second, the research would 
provide a new data set that is likely to yield different explanations and conclusions from the 
ones drawn from the existing data.  Considering the central role that privacy concerns have in 
shaping the new economy, different conclusions drawn from the additional data would have 
significant consequences.  This new research, the unobtrusive collection of data on privacy-
protecting behaviors, would provide more accurate information on which to base the business 
and policy decisions that are defining society’s use of technology and the Internet.   
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